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Abstract—Function-level vulnerability detection models are
often trained and tested on apparently equivalent datasets that
differ in critical aspects such as class imbalance, the presence
of duplicate functions, and contamination across splits. Such
differences are often ill-documented and hard to verify.

This paper introduces VULTRITION, a lightweight tool for
analyzing function-level vulnerability datasets and generating
compact summaries as “nutrition labels”. These labels report key
facts about a dataset, such as its size, vulnerability-type coverage,
class imbalance, redundancy, contamination across splits, and
structural characteristics of the functions. These facts may help
researchers make informed decisions when selecting datasets for
vulnerability detection studies. We use VULTRITION to generate
15 nutrition labels for 9 popular function-level vulnerability
datasets, revealing differences not readily apparent in the official
dataset documentation. VULTRITION is planned to be extended
to support other programming language types and vulnerability
datasets beyond functions. We publicly release VULTRITION
on GITHUB and as a PyPI package to support independent
label generation and extensions. A video demo is available at:
https://youtu.be/wEaGWKP5Szo,

Index Terms—Function-level vulnerability dataset, dataset nu-
trition labels, dataset quality assessment

I. INTRODUCTION

Machine-learning-based vulnerability detection depends on
labeled code datasets, typically at the function level, for
training and evaluation. Model performance is heavily shaped
by dataset quality: sample diversity, duplicates or cross-split
contamination can produce deceptive results.

Recent approaches to vulnerability detection increasingly
rely on learning-based models, including Transformer-based
and large language models, to improve function-level de-
tection [5]], [L], [[16]. Most of this work evaluates different
methods on shared benchmarks, with Big-Vul being especially
popular due to its size and coverage of many vulnerability
categories [7]. Previous research has shown that vulnerability
datasets often suffer from problems such as inconsistent meta-
data, duplicate samples, and train-test leakage, all of which can
degrade the performance of models trained on them [4]], [5].

In the last few years, the dataset landscape has ex-
panded rapidly, with the recent introductions of TitanVul [16],
ICVul [18], and SecVulEval [1l]. Considering the datasets
available to date, there is good coverage of programming
languages, vulnerability types, and variety. While this diversity
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is valuable, it complicates dataset selection; simply choosing
the newest or largest dataset does not guaranty that it is the
most suitable benchmark for a particular study.

A Pain Point #1: Too many datasets to choose from.
Researchers lack guidance on selecting the right datasets
for vulnerability detection studies.

Selecting a dataset requires more than checking its size
or publication date. Datasets differ on many other critical
aspects: class imbalance, share of duplicate functions, and
contamination between train and test splits. While these facts
appear relatively easy to compute, they are actually influ-
enced by choices such as code similarity measures and the
clone detection algorithm. However, dataset documentation,
e.g., papers and README files, rarely report these facts
in a standardized form, let alone describe exactly how they
were measured. Consequently, researchers must recompute
these facts using custom heuristics and assumptions, thereby
negatively affecting comparability across studies.

A Pain Point #2: No standard way to extract facts.
Researchers must adopt custom heuristics and assump-
tions to extract facts from vulnerability datasets.

A further complication is that datasets continue to change
after their initial release. Maintainers may add or remove
entries, fix labeling errors, or adjust preprocessing pipelines.
This leads to new versions, while the original paper remains
the primary reference for researchers. Thus, two studies may
formally cite the same dataset paper but actually use two
different versions of it, hindering independent replications. For
example, the original release of PrimeVul contains 235,768
functions, of which 6,968 are vulnerable [3]], while the updated
v0.1 has 224,533 functions, with 6,004 labeled as vulnerable.
In total, ~8,000 functions were removed.

A Pain Point #3: Datasets evolve, but citations do not.
Researchers cannot reliably reproduce a vulnerability
detection study when the dataset version changes.

To alleviate these pain points, we introduce VULTRITION,
a lightweight tool that analyzes a function-level vulnerability
dataset and generates a nutrition label. This label reports
relevant facts about the dataset, such as the number of entries
(functions), metadata completeness, vulnerability-type cover-
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age, class imbalance, proportion of duplicate functions, level
of contamination across splits, and structural characteristics
of the functions (e.g., the number of tokens). These labels are
similar to nutrition facts on food products, listing quantities
of fat, carbohydrates, salt, and other components. Although
they do not directly measure a dataset’s intrinsic “quality,”
they provide clear visual information that helps researchers
(1) choose suitable datasets for their studies and (ii) interpret
benchmark results more accurately.

We demonstrate the usefulness of VULTRITION through
a comparative case study involving 9 popular function-level
vulnerability datasets across 4 programming languages (C,
C++, Java, and Python), resulting in 15 nutrition labels. The
study revealed findings not readily apparent from the datasets’
documentation, such as substantial differences in within-
dataset redundancy and significant cross-contamination be-
tween predefined evaluation splits, potentially leading to data
leakage. VULTRITION is publicly available on GITHUB [10]
and as a PyPI package for independent label generation, also
the labels we created for the datasets can be found there.

II. RELATED WORK

Prior work has shown that vulnerability datasets signifi-
cantly affect the reliability of benchmarking. Croft et al. [4]]
identified several quality problems in them, mainly inaccurate
labels and duplicate entries, that directly affect model per-
formance. Esposito and Falessi [6] and Guo et al. [9] further
surveyed vulnerability datasets, highlighting challenges around
availability, documentation, reuse, and desirable properties.

A second line of work proposed standardized documentation
for machine-learning artifacts. Datasheets for datasets [8] and
model cards [19], particularly those adopted by Hugging
Face [12], established that datasets (and models) should be
released with clear information about composition, evaluation
conditions, and intended use. However, such datasheets mostly
consist of long natural-language text, which may be difficult
to read and interpret, whereas the cards do not systematically
report numerical facts about dataset quality.

In this paper, we pursue the same goal by proposing a com-
plementary view of sheets and cards that reports key numerical
facts in a compact format. We call these summaries “nutrition
labels”, drawing inspiration from food package labels, which
report only numerical facts without direct qualitative judgment
or high-level analyses. This differs from the existing “Dataset
Nutrition Label” proposed by Holland et al. [[11] and refined
by Chmielinski et al. [3]], which contains a mix of natural
language text and plots. Stoyanovich and Howe [21] proposed
other data nutrition labels but demonstrated their use only for
rankings (e.g., of university departments). Kelley et al. [14]
also proposed nutrition labels for privacy policies rather than
datasets. VULTRITION specifically targets function-level vul-
nerability datasets, motivated by two key gaps: (1) their rapid
proliferation in recent years, and (2) the absence of any tool
that systematically computes relevant facts about them.

Dataset Vultrition Label

Nutrition-Label style summary for software vulnerability datasets

Name: PrimeVul Paired
License: MIT Version: v0.1 Languages: cpp
Quality Facts
Entries: Train Test Validation Overall
Number of entries in the dataset 7578 870 9408
Class Imbalance Ratio: Train Test Validation Overall
Ratio between vuln and non-vuin entries 1.00 1.00
e Train Test Validation Overall

Completeness: mems  10000% | 100.00% | 100.00%  100.00%
CWEs: Train Test Validation Overall
Number of unigue CWE IDs 112 62 63 a

H £ Train Test Validation Overall
Eojeee 545 143 176 651

Number of unigue projects

B Train Test Validation Overall
E:'E‘;?“p;’;-mw,,m,’m 2000 - 2022 | 2008 -2022 2007 - 2022 2000 - 2022

Similarily (ANS]: Train Test Validation Overall
Mean Top-3 cosine similarity 0.81 0.74 0.72 0.81

N T Test Validat O il
Near-Duplicates Rate (NDR): 18?3?"/ 3 7&;“/ "55 ‘53;" 19"?;0,,
Percentage of entries with near-duplicates ol N e ° " °
Split nearest neighbors similarity - Train-Test Train-Validation Test-Validation
Mean average nearest neighbor similarity scores of Aand B

I, Train -> Test Train > Validation | Test > Validation
Split similarity: ) o 0.00%
Percentage of entries in A with near-duplicates in B Train =- Test Train =- Validation Test = Validation

167% 0.21%
Structural Facts
Train Test Validation Overall
Li f Cod : 1795 max ng e 1971 me 23906
ines of Code: max: ma: max: max:
3 code | try mean: 131.61 mean: 131.61 mean: 104.26 mean: 13191
ource code ines per entry std 217.48 std 217.48 std: 17828 std: 42125
Train Test Validation Overall
min: 5 min 22 min min
Tokens: max 187252 max: 19151 max: 23593 max: 197252
Tokens try mean:  1487.86 mean: 148038 mean: 122361 mean. 146113
okens per entry std 4168.00  std 246543 sid 213624 sid 387649
Train Test Validation Overall
Cyel tic C. Jexity min: 122; min: 28; min: 22; min: oo
yclomatic Complexity: max: ma: max: max:

- S mean; 19.71 mean: 17.13 mean: 16.34 mean: 19.14
Cyclomatic complexity per eniry std 35561 std 24100 std: 24195 std’ 3384
Generated with Vultrition (hitps:/igithub com/gOATifulvultrition)

Fig. 1. Nutrition label of PRIMEVUL PAIRED generated by VULTRITION.

The facts about the splits are shown as they are predefined in this dataset.

III. DESIGNING VULTRITION AND NUTRITION LABELS
A. Dataset Nutrition Facts

VULTRITION computes 14 facts in total, grouped into two
categories: quality and structural. When the input dataset
includes predefined splits (e.g., train, validation, test), VUL-
TRITION additionally computes all facts per split and conducts
a cross-contamination analysis. An example of a label is shown
in Figure [T]

1) Quality Facts: These facts capture properties that con-
cern the dataset’s completeness, coverage, and reliability.
VULTRITION counts the number of functions and the percent-
age of complete functions with all essential data fields (source
code, label, CVE, CWEs, and project name). VULTRITION
also measures class imbalance as the ratio of vulnerable to
non-vulnerable functions. VULTRITION characterizes coverage
through (1) the number of unique projects, (2) unique
CWEs, and (3) the timespan of the functions’ CVEs in terms
of years.

VULTRITION also characterizes the redundancy of functions
in the dataset. First, it creates dense embeddings of each
function with JINA-CODE-EMBEDDINGS, an embedding model
specialized for code retrieval [15]. Then, it creates a search
index with FAISS, a library for efficient similarity search of
dense vectors [13]], and, for each function, retrieves its three
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Fig. 2. Overview of the VULTRITION pipeline.

nearest neighbors (i.e., the most similar functions excluding
itself) according to cosine similarity. VULTRITION reports
two groups of metrics. First, the average of the 3 nearest-
neighbor similarity (ANS), which acts as a broad, objective
measure of similarity across all functions. We chose the
three most similar functions rather than one to account for
the fact that some datasets are generated from vulnerability-
fixing commits. These datasets consist of pre- and post-fix
versions of the same functions, which often differ only slightly
due to the patch. This makes the 1-nearest neighbor likely
to have a similarity score close to 1, especially for larger
functions. Second, the near-duplicate rate (NDR), defined as
the fraction of functions whose 3-nearest-neighbor similarity
exceeds a configurable threshold (defaulted to 0.95). This
offers a directly interpretable value on overall redundancy.

If the dataset has predefined splits, VULTRITION also as-
sesses cross-contamination among them using. For each pair
of splits (A, B), VULTRITION first creates the embeddings
of all functions in A and B and then creates two FAISS
indexes, one for A and one for B. For each function in A,
VULTRITION retrieves its 3-nearest-neighbors in B according
to cosine similarity; the same procedure is repeated the other
way around (functions in B are mapped to the 3-nearest-
neighbors in A). VULTRITION produces three facts for each
pair (A, B): (1) the harmonic mean of ANS(A) and ANS(B)
scores; (2) the percentage of functions in A that have near-
duplicates in B (i.e., NDR(A, B)); (3) same as (2) but in the
other direction (i.e., NDR(B, A)).

2) Structural Facts: These facts describe the length and
complexity of individual functions. Namely, VULTRITION
computes the minimum, maximum, mean, and standard de-
viation of lines of code, token count, and cyclomatic com-
plexity. Lines of code and cyclomatic complexity are obtained
with 1izard. Token count, computed with tiktoken, has
become relevant in today’s research, as functions with many
tokens that do not fit in LLMs’ context windows lead to
incorrect training and testing.

B. How to Run VULTRITION

VULTRITION is a command-line tool that generates facts
about a function-level vulnerability dataset and a graphical
nutrition label. Its input consists of the dataset to analyze (sup-
porting CSV, JSON, and JSONL formats) and a configuration
file (TOML format). Its working can be seen in Figure

TABLE I
SELECTED VULNERABILITY DATASETS OF LABELED FUNCTIONS.

Name Authors Release Year  Variants  Train/Valid/Test
SecVulEval [I] Ahmed et al. 2025 - X
ICVul [18] Lu et al. 2025 X
TitanVul [16] Li et al. 2025 - X
- . C++ X
MegaVul [20 Ni et al. 2024 Java X
Full v
C X
ReposVul [22] ~ Wang et al. 2024 C++ X
Java X
Python X
. . . Full v
PrimeVul [5] Ding et al. 2024 Paired v
CleanVul [17] Li et al. 2024 - X
DiverseVul [2]  Chen et al. 2023 X
Big-Vul [7] Fan et al. 2020 X

The user must manually fill the configuration file with (i)
metadata information about the dataset (name, license, and
version) and (ii) the name of the fields/columns of the dataset
file from which VULTRITION can retrieve the source code,
label, CVE, CWEs, and project name of each function (further
details are in VULTRITION’s repository [10]). To simplify this
step, VULTRITION can be run with a special flag to produce a
template configuration file ready to be filled in. VULTRITION
returns the dataset facts in a simple JSON file (an example is in
the tool’s repository [10]). The JSON file is then converted into
a graphical nutrition label in SVG format using svgwrite.

IV. CASE STUDY

We used VULTRITION to generate nutrition labels for a set
of well-known function-level vulnerability datasets. This case
study aims to show how labels can easily reveal interesting
differences across datasets and facilitate comparisons; thus,
the goal was not to judge dataset quality or to rank them.

A. Dataset Selection

We first selected a collection of widely used and emerging
datasets containing labeled vulnerable and non-vulnerable
functions. The selection was mainly driven by the author’s
knowledge of the topic and queries on GOOGLE SCHOLAR.
Candidate datasets were required to (1) include functions’
source code, (2) be publicly available, and (3) be provided in
a machine-processable format (e.g., CSV, JSON, JSONL). We
excluded datasets that contained only CVEs or vulnerability-
fixing commits to avoid imposing our own function-extraction
and labeling procedures; instead, we used existing datasets as-
is, mirroring typical consumer use.

We selected 9 datasets in total, summarized in Table[l} This
set is illustrative rather than comprehensive and is intended
to showcase the application of nutrition labels. The datasets
differ in size, language coverage, construction methods, and
available metadata, making them useful for evaluating whether
the labels correctly capture these properties. Some datasets,
i.e. MegaVul, ReposVul, and PrimeVul define additional “sub-
datasets.” We treat each of these subsets as a separate dataset,
yielding 15 nutrition labels in total.



TABLE II
A SELECTION OF FACTS FROM THE NUTRITION LABELS GENERATED BY VULTRITION ON 15 DATASETS.

Dataset Samples | CIR | #Projects | #CWEs | ANS | NDR (%) Lines Of Code Cyclomatic Complexity Tokens

Min | Max | Mean Std | Min | Max | Mean | Std | Min | Max | Mean | Std
SecVulEval 25440 | 0.76 707 145 | 0.84 17.20 T, 6291 , 7594 , 156.08 T, 1226 , 1240 | 23.04 6, 52983 | 85313 , 1,793.38
ICVul 15,396 | 0.69 677 136 | 0.82 13.35 1, 3510 8007 ; 158.15 1| 545 1324 | 2245 5 52983 927.62 | 2,036.22
TitanVul 77,09 | 1.00 5,384 254 | 0.85 22.90 1123906 1 61.95 | 175.88 11 1,226 1 11.26 | 1835 41 197,252 1 667.73 1 1,640.59
MegaVul-C++ 353,873 | 0.05 1,062 176 | 0.84 13.78 11 759 1 2223 1 3047 11 478 1 4851 694 31 28321 | 24044 | 366.63
MegaVul-Java 41,949 | 0.06 362 115 | 076 5.39 11 678 1 1250 | 15.94 11156 1 314 | 414 30 8117 1 12258 1 178.11
Repos Vul-Full* 232,239 | 0.03 601 152 | 0.90 43.45 1! 6312 29721 6692 11,192 ' 593 1 1131 21 65102 ' 32326 | 828.54
ReposVul-C++ 20,460 | 0.00 85 58 | 092 43.41 1 ; 3,338 ; 23.99 ; 64.77 1 ; 740 ; 4.50 ; 11.52 2 ; 35,023 ; 295.57 ; 977.64
ReposVul-C 181,694 | 0.01 325 126 | 0.94 57.53 1, 6312 3089 7752 1 L192 | 600 | 1246 365102 33224 93320
ReposVul-Java 3,042 | 0.06 204 9 | 0.83 16.63 1, 246 | 1224 | 1878 1, 63, 235, 39 19| 115272 | 302985 | 7.247.54
ReposVul-Python 27,269 | 0.01 252 124 | 0.89 41.62 2, 3,892, 2399 | 158.05 1, 3, 116, 045 5, 107,194 | 42868 | 1,591.15
Prime Vul-Full* 224,533 | 0.03 751 130 | 0.83 9.98 11 23906 | 3449 | 11492 1) 1226 | 634 | 1412 11197252 | 370.62 | 1,175.08
Prime Vul-Paired* 9,408 | 1.00 651 121 | 081 19.66 1123906 1 131.91 1 421.25 111,226 1 19.14 1 33.84 51 197,252 1 1,461.13 1 3,876.49
CleanVul 12,102 | 1.00 1,473 76 | 0.80 12.74 11 5311 53861 63.32 11183 1 1152 1 1491 71 558 1 56280 | 678.85
DiverseVul 330,491 | 0.06 800 150 | 0.85 16.36 1123906 ' 3491 ' 108.93 11122 ' 632 ! 1254 11197252 1 379.02 ' 1,136.43
BigVul 188,636 | 0.06 310 91 | 083 10.82 1" 6434 ' 2459 ' 61.00 11225 " 483 ' 981 4 ' 45205 ' 25430 '  657.03
*have predefined train/validation/test splits; CIR = Class Imbalance Ratio; ANS = Average Top-3-Nearest-neighbor Similarity; NDR = Near-Duplicate Rate (0.95 threshold).

Furthermore, ReposVul (only the “Full” variant) and both
PrimeVul variants also come with predefined splits into train,
validation, and test sets decided by their authors. In such cases,
VULTRITION also computed all facts for each of the splits and
ran the cross-contamination analysis. These additional facts are
incorporated into the labels of the belonging dataset.

B. Key Findings

Table |lI] summarizes key facts from the 15 nutrition labels
that VULTRITION generated. We report the most interesting
findings. First, the 3-nearest-neighbor analysis reveals substan-
tial within-dataset redundancy, although its extent varies con-
siderably across datasets. ReposVul-Full exhibits the highest
values, with an ANS of 0.90 and an NDR of 43%. The other
variants of ReposVul exhibit high NDR (more than 40%),
except for the Java variant, which drops to 16%. TitanVul and
DiverseVul also exhibit a high degree of redundancy, with the
same ANS score of 0.85 and NDRs of 23% and 16%, respec-
tively. While PrimeVul-Paired has a lower ANS than other
datasets, it still has 20% NDR. By contrast, PrimeVul-Full,
BigVul, and CleanVul have lower NDR values, ranging from
10% to 13%. Interestingly, although CleanVul and PrimeVul-
Paired are built from fixed function pairs, their ANS values are
only 0.80 and 0.81, respectively. This suggests that a function’s
3-neighborhood is very likely to contain its “counterpart,” but
the other two neighbors are less similar.

Second, the datasets vary notably in class balance and
code complexity. CleanVul, PrimeVul-Paired, and TitanVul are
perfectly balanced (1.00), i.e., containing equal numbers of
vulnerable and non-vulnerable functions. In contrast, BigVul,
DiverseVul, MegaVul, PrimeVul-Full, and ReposVul-Full are
heavily skewed toward non-vulnerable functions. In terms of
function size, PrimeVul-Paired features the longest functions
on average, with ~132 LOC and ~1461 tokens. ICVul and
SecVulEval also include relatively large functions, with a mean
LOC of ~80 (~928 tokens) and ~76 (~853 tokens), re-
spectively, while BigVul and MegaVul consist of considerably
shorter functions on average. This fact is important because
ML models operate under constrained context windows and
might not fit these functions without preprocessing.

Finally, the cross-contamination analysis reveals a particu-
larly high risk in the predefined splits of ReposVul. 28% of

test functions and 28% of validation functions have a near-
duplicate in the training split. This behavior differs from the
predefined PrimeVul splits: the corresponding near-duplicate
rates are at most 2% for PrimeVul-Full and 3% for PrimeVul-
Paired. Consequently, evaluations performed on predefined
ReposVul splits may be substantially affected by test or
validation data leaked into the training data.

V. DISCUSSION
A. The Importance of Nutrition Labels

Dataset nutrition labels help researchers select the right
dataset for their function-level vulnerability detection studies
based on transparent metrics (Pain Point #1). They also help
them better contextualize model performance across multiple
datasets, reducing the risk of wrong conclusions. VULTRITION
also comes with a catalog of 15 pre-generated labels for the
datasets used in our case study (Section that anyone can
reuse. Still, researchers can reuse VULTRITION to generate
additional labels for more datasets or for custom variants.

Nutrition labels also help dataset curators determine a
clear release format to document the version, scope, and
limitations of their artifacts (Pain Point #2 & #3). In particular,
the labels are designed to be integrated into the dataset’s
README file to serve as a visual summary, similar to
Hugging Face dataset cards.

Furthermore, these labels may enable reviewers to quickly
examine the dataset(s) reported in a paper, helping them spot
missing metadata, possible contamination, or claims lacking
numerical evidence.

B. Current Limitations and Validation Plan

VULTRITION and its nutrition labels are designed to in-
crease transparency rather than to judge or rank the overall
quality of a dataset. They can pinpoint potential issues such as
duplicate entries or cross-set contamination, but they do not
replace the need for manual inspection. The metrics currently
implemented in VULTRITION are grounded in the analysis by
Croft et al. [4] and have been updated to leverage modern
techniques, such as code similarity search in a dense vector
space. However, the selected metrics do not exhaustively cover
all aspects of dataset quality. To address this, we plan to sys-
tematically survey the literature to compile a comprehensive



inventory of candidate metrics, and to interview researchers
on which metrics best capture dataset quality in practice.

At the same time, some metrics currently implemented in
VULTRITION may not align with users’ interpretations. In
particular, the uniqueness and cross-contamination facts are
sensitive to the method and threshold we chose: two functions
are considered near-duplicates when their similarity exceeds
0.95. Thus, we plan to conduct an empirical study to validate
these metrics, comparing different measurement methods and
collecting human opinions on which approach best reflects the
intended notion of similarity.

After defining the most suitable metric suite, we will assess
the practical usefulness of dataset nutrition labels via a user
study. We will examine whether these labels (i) enable users
to choose vulnerability datasets more efficiently than without
such guidance and (ii) are regarded as useful.

VI. CONCLUDING REMARKS

Benchmark performance alone is insufficient to assess the
reliability of vulnerability detection models. To address this
gap, we introduced dataset nutrition labels and VULTRITION to
guide the selection of datasets for function-level vulnerability
detection studies. While the labels do not certify dataset
quality, they increase transparency and allow researchers to
make more informed decisions.

In addition, we have identified three main actions for future
development. First, we plan to integrate automated checks
that verify (i) syntactic correctness of functions, (ii) whether
functions labeled as vulnerable are really vulnerable, and
(iii) whether assigned CWEs are accurate. Second, we will
enable VULTRITION to generate nutrition labels for datasets
of other software engineering domains, such as bug and code-
smell detection. Finally, we will establish a publicly accessible
catalog of nutrition labels that the community can collectively
maintain and expand.
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